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Setting up Hyper-V 2012 Replication on Workgroup Servers: A Guide

Ron Palmer

Introduction

Hyper-V is a virtualization solution from Microsoft designed to create and operate virtual machines. Hyper-V replication is a feature of Hyper-V
that provides the ability to make a copy of a virtual machine at a different geographic location for disaster recovery purposes. In 2013, we
installed Hyper-V 2012 on an Arizona Geological Survey server to support regional nodes of the National Geothermal Data System (NGDS),
including: Arizona Geological Survey, Nevada Bureau of Mines and Geology, Kentucky Geological Survey, Illinois State Geological Survey, and the
State Geological Survey hub.

In September 2013, the NGDS virtual server at the Nevada Bureau of Mines and Geology (NBMG) failed catastrophically with a loss of 200
gigabytes of data. Fortunately, Hyper-V replication was engaged and the server mirrored, insuring that all NBMG data survived. We used the
Hyper-V mirror to restore 100% of the data, thereby avoiding a catastrophic loss of data that would have taken 100s of hours to reconstitute.

This document provides instructions regarding the use of the Hyper-V 2012 replication feature to replicate virtual servers running on Hyper-V
2012. This process makes it easy to back up entire servers and their contents. Hyper-V is a Windows Server Role that can be installed on
Windows Server 2012 platforms.

Prerequisites
1. A minimum of two Windows Server 2012 Hyper-V host servers:
a. One host server will act as the primary server, of which copies will be made;
b. Another host server will act as a replica server used to receive replica copies of virtual machines from the primary host server.

Installation and Setup

Step 1) Set up a Windows Server 2012 instance in a workgroup; do not join the server to a domain.

Step 2) To install the Windows 2012 Hyper-V role on a Windows Server 2012 host server, open the Windows Server 2012 Server Manager.
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Step 3) Select Local Server (Figure 1); click Manage, then select Add Roles and Features; this will open the Before you Begin page of the Add
Roles and Features wizard (Figure 2). Click Next to continue.

[ Server Manager =S| ECT BT
Server Manager * Local Server @ Mansge Tools view
= PROPERTIES _ F
Dashboard . For turanite | TASKs ¥ |
Computer name turanite Last installed updates Yesterday at 1:20 PM
All Servers Workgroup WORKGROUP Windows Update Check for updates only, using Microsoft Update
#§ File and Storage Services P Last checked for updates Today at 2:45 PM |
iz} Hyper-V
Windows Firewall Public: On Windows Error Reporting Off
Remote management Enabled Customer Experience Improvement Program Nt participating
Remote Desktop Enabled IE Enhanced Security Configuration Off
NIC Teaming Disabled Time zone (UTC-07:00) Arizona e
vEthernet (Wired Virtual Network) IPv4 address assigned by DHCP, IPv6 enabled Product ID 00184-20305-06957-AA142 (activated)
Operating system version Microsoft Windows Server 2012 Standard Processors Intel{R) Core(TM) i5 CPU M 540 @ 2.53GHz
Hardw: ‘mation Dell Inc. Precision M4500 Installed memory (RAM) 8GB
Total disk space 931.17 GB
EVENTS I -
All events | 49 total [TAsks |
o o)
-
Server Name ID Severity Source Log Date and Time
TURANITE 8016 Warning Microsoft-Windows-DNS Client Events System 5/7/2013 2:50:47 PM L2
!
TURANITE 27 Warning elkexpress System 5/7/2013 2:50:42 PM
TURANITE 8016 Warning Microsoft-Windows-DNS Client Events System 5/7/2013 2:50:24 PM
TURANITE 219 Warning Microsoft-Windows-Kernel-PnP System 5/7/2013 2:50:00 PM
TURANITE 10148 Warning Microsoft-Windows-Windows Remote Management System 5/7/2013 2:48:43 PM
TURANITE 6004 Warning Microsoft-Windows-Winlogon Application 5/7/2013 2:48:41 PM bd

Figure 1: The Local Server window
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Before you begin

Before You Begin

Installation Type
Server Selection
Server Roles
Features
Hyper-V
Virtual Switches
Migration
Default Stores

Confirmation

Add Roles and Features Wizard ==

DESTINATION SERVER
turanite. hypervtest.com

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
hosting a website.

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[[] Skip this page by default

< Previous Next > [ Install ‘ I Cancel

Figure 2: Before you Begin
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Step 4) On the Installation Type page of the Add Roles and Features Wizard (Figure 3), click the Role-based or feature-based installation radio
button; click Next to continue.

[ Add Roles and Features Wizard - |2 X

DESTINATION SERVER

Se|eCt lnSta”atlon type turanite.hypenvtest.com

Befora You Begin Select the installation type. You can install roles and features on a running physical computer or virtual

machine, or on an offline virtual hard disk (VHD).
Installation Type

Z @ Role-based or feature-based installation
Server Selection

Configure a single server by adding roles, role services, and features.
erver Roles

L%

) Remote Desktop Services installation

Features
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
Hyper-V or session-based desktop deployment.
Virtual Switchas
Migration

Default Stores

Confirmation

< Previous | | Next > Install Cancel

Figure 3: The Installation Type page of the Add Roles and Features Wizard
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Step 5) On the Server Selection page of the Add Roles and Features Wizard (Figure 4), select the destination server to which you wish to install
Hyper-V and click Next to continue.

[ Add Roles and Features Wizard -|8] X

DESTINATION SERVER

Select destination server Aot omeatatice

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Instaliation Type (@) Select a server from the server pool
CERVEr - alocharn ) Select a virtual hard disk
Server Roles Server Pool
Features
Filter:
Name IP Address Operating System

turanite. hypervtest.com 192.168.25.108 Microsoft Windows Server 2012 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

< Previous | | Next > | [ Install | Cancel

Figure 4: Server Selection
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Step 6) On the Server Roles page of the Add Roles and Features Wizard (Figure 5), select the Hyper-V server role and click Next to continue.

[ Add Roles and Features Wizard - | B X

DESTINATION SERVER

Select server roles o e,

Before You Begin Select one or more roles to install on the selected server.
Installation Type Roles Description
Server Selection Hyper-V provides the services that

[[] Active Directory Certificate Services
3 ; A ; you can use to create and manage
[[] Active Directory Domain Services

virtual machines and their resources.

[>]

Features [[] Active Directory Federation Services Each virtual machine is a virtualized
Hyper-\V Active Directory Lightweight Directory Services cimputes systemidhal opereles it Al
: = 2 : & g 2 ry ; isolated execution environment. This

Virtuzl Switches [ Active Directory Rights Management Services allows you to run multiple operating

Migration [[] Application Server systems simultaneously.

Default Stores [] DHCP Server

’ [C] DNS Server
Confirmation
[[] Fax Server
b [®m] File And Storage Services (Installed)

Ol per-V

[[] Network Policy and Access Services |15)

[C] Print and Document Services
[[] Remote Access
[] Remote Desktop Services

< Previous l | Next > I ’ Install \

Figure 5: Server Roles
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Step 7) On the Features page of the Add Roles and Features Wizard (Figure 6), select any desired features to be installed; note that for the
purposes of this tutorial, the default features are sufficient. When finished, click Next to continue.

[

Select features

Before You Begin
Installation Type
Server Selection
Server Roles
Hyper-V
Virtual Switches
Migration
Default Stores

Confirmation

Add Roles and Features Wizard

Select one or more features to install on the selected server.

Features

P |m] .NET Framework 4.5 Features {Installed)
[] BitLocker Drive Encryption

[] BitLocker Network Unlock

[] BranchCache

[] Client for NFS

[] Data Center Bridging

[[] Enhanced Storage

[] Failover Clustering

[[] Group Policy Management

[v] Ink and Handwriting Services (Inst
[] Internet Printing Client

[] 1P Address Management (IPAM) Server

ed)

w

< | n

PN NET Framework 3.5 Features Al

b [] Background Intelligent Transfer Service (BITS) =

— o N e v

DESTINATION SERVER
turanite hypernvtest.com

Description

.NET Framework 3.5 combines the
power of the .NET Framework 2.0
APIs with new technologies for
building applications that offer
appealing user interfaces, protect
your customers' personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

< Previous | | Next »

Install H Cancel

Figure 6: Features
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Step 8) On the Hyper-V page of the Add Roles and Features Wizard (Figure 7), peruse information about Hyper-V; when you are finished, click
Next to continue.

e Add Roles and Features Wizard w | B X

DESTINATION SERVER

H y pe = \/ turanite. hypervtest.com

Hyper-V allows you to virtualize your server workloads by running those workloads on virtual machines.
You can use virtual machines to consolidate multiple workloads on one physical server, to improve
Instaliation Type server availability, and to increase efficiency in developing and testing software.

Before You Begin

Server Selection
Things to note:
Server Roles

* Before you install this role, you should identify which network connections on this server you want to

Feaiures : ¢
use for setting up virtual switches.
LYPRIY * After you install Hyper-V, you can use Hyper-V Manager to create and configure your virtual
Virtual Switches machines.
Migration

Default Stores

Confirmation

More information about Hyper-V

< Previous | | Next > Install

Figure 7: Information about Hyper-V
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Step 9) In the Virtual Switches page of the Add Roles and Features wizard (Figure 8), create a virtual switch for your Hyper-V installation by
clicking the checkbox that corresponds with the network adaptor you wish to emulate. When you have made your selection, click Next to
continue.

= Add Roles and Features Wizard AR

DESTINATION SERVER

Create Virtual Switches S bypenisitom

Before You Begin Virtual machines require virtual switches to communicate with other computers. After you install this
role, you can create virtual machines and attach them to a virtual switch.

Installation Type )
Chne virtual switch will be created for each network adapter you select. We recommend that you create

= alam+ N e £ = - S i .
Server Selection a3t least one virtual switch now to provide virtual machines with connectivity to a physical network. You

Server Roles can add, remove, and modify your virtual switches later by using the Virtual Switch Manager.
Features Network adapters:
Hyper-V Name Description
Virtual Switches Ethernet Intel(R) 82577LM Gigabit Network Connection
Migration

Default Stores
Confirmation (i1 We recommend that you reserve one network adapter for remote access to this server. To reserve 3
network adapter, do not select it for use with a virtual switch.

Figure 8: Virtual Switches
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Step 10) On the Migration page of the Add Roles and Features Wizard (Figure 9), do not check the box enabling your Hyper-V installation to be
able to send and receive live migrations of virtualized machines. Click Next to continue.

= Add Roles and Features Wizard = | & X

Virtual Machine Migration g oy s

turanite.hypenvtest.com

Before You Begin Hyper-V can be configured to send and receive live migrations of virtual machines on this server.
Configuring Hyper-V now enables any available network on this server to be used for live migrations. If
Installation Type you want to dedicate specific networks for live migration, use Hyper-V settings after you install the role.
SSEErSCRSHON [] Allow this server to send and receive live migrations of virtual machines

Server Roles P 7

— Authentication protocol

Features : > S
Select the protocol you want to use to authenticate live migrations.
vper-Y ; sz B ’ -
Hyper-¥ ®) Use Credential Security Support Provider (CredSSP)
Virtual Switches This protocol is less secure than Kerberos, but does not require you to set up constrained

- : delegation. To perform a live migration, you must be logged on to the source server.
Migration

Use Kerberos
Default Stores This protocol is more secure but requires you to set up constrained delegation in your
Eontinmatian environment to perform tasks such as live migration when managing this server remotely

. [f this server will be part of a cluster, do not enable migration now. Instead, you will configure the
server for live migration, including specifying networks, when you create the cluster.

< Previous I | Next » Install

Figure 9: Virtual Machine Migration
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Step 11) On the Default Stores page of the Add Roles and Features Wizard (Figure 10), click Browse to navigate to the location on which you
wish to store virtualized hard disks and configuration files. Click Next to continue.

[ Add Roles and Features Wizard =-[(82] X

Defa u It Sto res DESTINATION SERVER

turanite. hypenvtest.com

Before You Begin yper-V uses default locations to store virtual hard disk files and virtual machine configuration files,

H V default | i irtual hard disk fil d virtual hi fi ion fil
unless you specify different locations when you create the files. You can change these default locations
Installation Type now, or you can change them later by modifying Hyper-V settings.
Server Selection
Default location for virtual hard disk files:

Server Roles
Eaatiines D:\Hyper-V\Virtual Hard Disks Browse...

Hyper-¥/ Default location for virtual machine configuration files:

Virtual Switches D:\Hyper-V

Migration

Default Stores

Confirmation

< Previous | | Next > Install Cancel

Figure 10: Default Stores
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Step 12) On the Confirmation page of the Add Roles and Features wizard (Figure 11), review the roles, role services, and features you wish to
install; when you are finished, click Install to begin the installation process.

= Add Roles and Features Wizard =-|0] X
Confirm installation selections STt i s

Before You Begin To install the following roles, role services, or features on selected server, click Install.

Instaliaticn Type [[] Restart the destination server automatically if required

Server Selection Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

pe

Hyper-¥ Hyper-V

Virhial Switches Remote Server Administration Tools
" Rele Administration Tools

WIgration Hyper-V Management Tools

Default Stores Hyper-V GUI Management Tools

Hyper-V Module for Windows PowerShell

Export configuration settings
Specify an alternate source path

< Previous Next > Install | I Cancel

Figure 11: Confirmation

Step 13) After the installation is complete, restart the server on which the Hyper-V role has been installed.

Step 14) After the server has restarted, access the Control Panel. Open Administrative Tools and right-click Hyper-V Manager; in the context
menu that appears, select Send to Desktop to create a desktop shortcut that will simplify access to the Hyper-V Manager.
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Step 15) Provide each Windows Server 2012 instance with a Fully Qualified Domain Name (FQDN)

This step furnishes each Hyper-V host server with a domain name without joining a domain or registering a domain with a domain name server
on the Internet.

1. Open the hosts file! on each Hyper-V host server:
a. Locate the hosts file;
b. Right-click the hosts file; in the context menu that appears, click Open;
c. Inthe Open with window that appears, select Notepad (or an equivalent text editor) and click OK.
2. Ineach hosts file, map each IP address on the network to the appropriate domain name by appending entries? to the hosts file. For

example:
192.168.25.108 turanite.hypervtest.com
192.168.25.100 scottyite.hypervtest.com

3. Append the primary and replica server IP addresses; map them to FQDNs of your choice.
4. Save your edits.
5. Remove any file extensions appended by the act of saving the hosts file3.

! The hosts file is typically found at the following location:

C:\Windows\System32\drivers\etc
2 Entries should not be commented out (there should be no # signs in front of them) and should use the following syntax:

NNN.NNN.NNN.NNN hostname.domainname.com
3 Note: The act of editing the hosts file using a text editor can be problematic because saving your edits will prompt the text editor to assign a file extension to
the hosts file; but the hosts file should not have a file extension; consequently, if you plan to edit the hosts file using a text editor, you will need to remove any
file extensions assigned to the hosts file after editing it. To do so:

1. Inthe Windows Explorer menu bar, click Tools > Folder options...

In the Folder Options window, click the View tab
In the View tab, uncheck the Hide extensions for known file types checkbox and click OK
Rename the hosts file; delete the file extension (such as “.txt”)
In the Rename dialogue box that appears, click Yes

vk wnN
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Step 16) Open the Windows Server 2012 Server Manager and select Local Server (Figure 12); click on the name of the server in the Computer
name field to access the System Properties window (Figure 13).

= Server Manager =|EETH I
v @ I F Manage Tools
==  pPROPERTIES _ =
. For turanite JAS,,K,S Bt ‘
Computer name turanite Last installed updates Yesterday at 1:20 PM
All Servers Workgroup WORKGROUP Windows Update Check for updates only, using Microsoft Update
#§ File and Storage Services b Last checked for updates Today at 2:45 PM L
i) Hyper-V
Windows Firewall Public: On Windows Error Reporting Off
Remote management Enabled Customer Experience Improvement Program Not participating
Remote Desktop Enabled IE Enhanced Security Configuration Off
NIC Teaming Disabled Time zone (UTC-07:00) Arizona
vEthernet (Wired Virtual Network) IPv4 address assigned by DHCP, IPv6 enabled Product ID 00184-20305-06957-AA142 (activated)
Operating system version Microsoft Windows Server 2012 Standard Processors Intel(R) Core(TM) i5 CPU M 540 @ 2.53GHz
Hardware ‘mation Dell Inc. Precision M4500 Installed memory (RAM) 8GB
Tota 931.17 GB
EVENTS S
All events | 49 total | TASKS |
Filter gl \\{5') - .(n\ - v
. -
Server Name D Severity Source Log Date and Time
TURANITE 8016 Warning Microsoft-Windows-DNS Client Events System 5/7/2013 2:50:47 PM L2
TURANITE 27 Warning elkexpress System 5/7/2013 2:50:42 PM
TURANITE 8016 Warning Microsoft-Windows-DNS Client Events System 5/7/2013 2:50:24 PM
TURANITE 219 Waring Microsoft-Windows-Kernel-PnP System 5/7/2013 2:50:00 PM
TURANITE 10148 Warning Microsoft-Windows-Windows Remote Management System 5/7/2013 2:48:43 PM
TURANITE 6004 Warning Microsoft-Windows-Winlogon Application 5/7/2013 2:48:41 PM b

Figure 12: The Windows Server 2012 Server Manager
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Step 17) In the System Properties Window (Figure 13), click Change... to bring up the Computer Name/Domain Changes window (Figure 14).
Here, click More... to bring up the DNS Suffix and NetBIOS Computer Name window (Figure 15).

System Properties | x|
Computer Name | Hardware | Advanced | Remote | Computer Name/Domain Changes | X |
nk~“ Windows uses the following information to identify your computer You can change the hame and the membership of this
o oh the network. computer. Changes might affect access to network resources.

Computer description:

For example: "1S Production Server" or Computer hame:

'‘Accounting Server''. A |
Full computer hame: turanite. hypervtest.com
Full computer hame:

Workaroup: WORKGROUP

turanite.hypervtest.com

To rename this computer or change its domain or
workgroup, click Change.
Member of

) Domain:

(® Workgroup:
WORKGROUP ]

Figure 14: The Computer Name/ Domain Changes window

0K | [ Cancel Apply

Figure 13: The System Properties window
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Step 18) In the DNS Suffix and NetBIOS Computer Name window (Figure 15), enter the domain name you established in Step 15 into the
Primary DNS suffix of this computer field. Click OK on all three preceding windows (Figures 15-13).

Step 19) Restart the server. After the server is restarted, the server name will include the FQDN.

DNS Suffix and NetBIOS Computer Name lL]

Primary DNS suffix of this computer:

![ hypervtest.com ‘

Change primary DNS suffiz when domain membership changes

NetBl0S computer name:
ITURANHE

This name is used for interoperability with older computers and services.

oK Cancel

Figure 145: The DNS Suffix and NetBIOS Computer Name window

Step 20) Install the Windows SDK for Windows 7 on each server.

1. Download the Windows SDK for Windows 7 ISO (http://www.microsoft.com/en-us/download/details.aspx?id=8442).
2. Install Windows SDK for Windows 7.

Step 21) Create a directory in which you will store certificate files; this directory will be used later in this tutorial.
Step 22) Install SSL certificates for both the primary server and the replica server.

Open a command prompt
On the taskbar, right-click the icon representing the command prompt you just opened; in the context menu that appears, right-click
Command Prompt; click Run as administrator.
3. Inthe elevated command prompt you just established, run a series of MS-DOS commands; make the substitutions listed below:
a. Substitutions:
i. Replace primaryhostname with the FQDN of the primary server created in Step 15;
ii. Replace replicahostname with the FQDN of the replica server created in Step 15.
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b. On the replica server, navigate to the directory you created in Step 21 and run the following commands:

C.

makecert -pe -n "CN=ReplicaTestRootCA" -ss root -sr LocalMachine -sky signature -r
"ReplicaTestRootCA.cer"

makecert -pe -n "CN=replicahostname" -ss my -sr LocalMachine -sky exchange -eku
1.3.6.1.5.5.7.3.1,1.3.6.1.5.5.7.3.2 -in "ReplicaTestRootCA" -is root -ir LocalMachine -sp "Microsoft
RSA SChannel Cryptographic Provider" -sy 12 PrimaryTestCert.cer

On the primary server, navigate to the directory you created in Step 21 and run the following commands:

makecert -pe -n "CN=PrimaryTestRootCA" -ss root -sr LocalMachine -sky signature -r
"PrimaryTestRootCA.cer"

makecert -pe -n "CN=primaryhostname" -ss my -sr LocalMachine -sky exchange -eku
1.3.6.1.5.5.7.3.1,1.3.6.1.5.5.7.3.2 -in "PrimaryTestRootCA" -is root -ir LocalMachine -sp "Microsoft
RSA SChannel Cryptographic Provider" -sy 12 PrimaryTestCert.cer

4. On both the primary and replica servers, use the Run command to run mmc (the Microsoft Management Console); once in the console,
click File > Add/Remove Snap-in...

a.
b.
c
d

e.

In the Add or Remove Snap-ins window, select Certificates from the Available Snap-ins list;

Click Add >; the Certificates snap-in window will appear;

In the Certificates snap-in window, click the Computer account radio button; click Next to continue;

In the Select Computer window, make sure the Local computer radio button is clicked; then click Finish;
In the Add or Remove Snap-ins window, click OK.

5. Inthe Microsoft Management Console on the primary server, expose the contents of Certificates (Local Computer), which can be found
under the Console Root directory:

a.
b.

C.
d.

Expose the contents of the Personal directory; click the Certificates directory;

Right-click ReplicaTestRootCA.cer; in the context menu that appears, mouse over All Tasks >; in the submenu that appears, click
Export...;

In the Certificate Export Wizard that appears, click the Yes, Export the private key radio button and click Next;

On the next page of the Certificate Export Wizard, click Finish.

6. Copy the PrimaryTestRootCA.cer file and the RecoveryServer.pfx file you just created from the primary server to the directory you
created in Step 21 on the replica server, and run the following command in an elevated command prompt on the replica server:

certutil -addstore -f Root "PrimaryTestRootCA.cer"
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In the Microsoft Management Console on the replica server, expose the contents of Certificates (Local Computer), which can be found
under the Console Root directory:

a. Expose the contents of the Personal directory;

b. Right-click on the Certificates directory; in the context menu that appears, mouse over All Tasks >; in the submenu that appears,

click Import...;

c. Locate the RecoveryServer.pfx file.
Copy the ReplicaTestRootCA.cer file from the replica server to the directory you created on the primary server in Step 21, in an elevated
command prompt, navigate to the directory you created on the primary server in Step 21 and run the following command:

certutil -addstore -f Root "ReplicaTestRootCA.cer"

On both the primary and the replica servers, run an elevated command prompt, navigate to the directory you created in Step 21, and
run the following commands:

reg add "HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Virtualization\FailoverReplication" /v
DisableCertRevocationCheck /d 1 /t REG DWORD /f

reg add "HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Virtualization\Replication" /v
DisableCertRevocationCheck /d 1 /t REG DWORD /f
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Step 23) Enable replication on the Primary and Replica servers
1. Open the Hyper-V Manager (Figure 16).

File Action View Help

o= > Hee

23 Hyper-V Manager

Ll [y

Mew »

Import Virtual Machine.. -PU Usage Assigned Memory Uptime Status Replication Health
I% 512 MB 00:13:02 Mot Apphicable
| Hyper-V Settings...
Virtual Switch Manager...
Virtual SAN Manager...

Edit Disk...
Inspect Disk...
Stop Service
Remowve Server

Help No virtual machine selected.

Details

No item selected.

Launches the Hyper-V settings user interface.

Figure 16: The Hyper-V Manager
2. Inthe Hyper-V Manager (Figure 16), right-click the primary server; in the context menu that appears, click Hyper-V Settings...
3. Inthe Hyper-V Settings window (Figure 17), click Replication Configuration:
a. Click the Enable this computer as a Replica server checkbox;
b. Click the Use certificate-based Authentication (HTTPS) checkbox;
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c. Click the Select Certificate... button; specify the SSL certificate you installed in Step X;

d. Click Apply; a dialogue box will appear prompting you to open Port 443 in your local fire wall; do so.

4. Repeat Steps 21-2 through 21-3 for each Hyper-V host server that you want to enable replication on.

7] Hyper-V Settings for TURANITE = [ o
A Sizrver 2 Replication Configuration 2
4 Virtual Hard Disks
D:\Hyper-¥\Virtual Hard Disks!, [] Enable this computer as a Replica server,
3 th'-'al Machlines Authentication and ports
R "H.:" RPEYy Specify the authentication types to allow for incoming replication traffic, Ensure
., Physical GPUs that the ports you specify are open in the firewall,
Manage RemoteFX GPUs [] Use Kerberas (HTTPY:
1A NUMA Spanning
Allow NUMA Spanining Data sent over the network will not be encrypted.
-;?j Live Migrations Specify the port: 80/
Mo Live Migrations 5
_'?é Storage Migrations [W] Use certificate-based Authentication (HTTPS):
2 Simultaneous Migrations Data sent over the network will be encrypted.
éﬁ‘ Replication Configuration Specify the port: 443
Enabled as a Replica server s
2 User Specify the certificate: =
68 Keyboard Issued To: turanite.hypervtest.com
Use on the virtual machine Issued By: PrimaryTestRootCA
#% Mouse Release Ke Expiration Date: 12/31/2039 4:59:59 PM
, i t i Intended Purpose:  Server Authentication, Client Authentication
CTRL+-ALT+LEFT ARROW
2= Reset Check Boxes Select Certificate. ..
Reset check boxes
Authorization and storage
Specify the servers that are allowed to replicate virtual machines to this
computer,
® allow replication from any authenticated server
Specify the default location to store Replica files:
ID:'gHyper-VWirtual Hard Disks), I
) allow replication from the specified servers:
Primary Server Storage Location Trust Group
v

I oK ] I Cancel l I Apply

Figure 17: The Hyper-V Settings window
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Step 24). Enable replication

1. In Hyper-V Manager, right-click the virtual machine that you wish to replicate; in the context menu that appears, click Enable
Replication. This will bring up the Enable Replication Wizard.
2. Read the Before You Begin page of the Enable Replication wizard (Figure 18); when you are ready, click Next to continue.

e Enable Replication for NEVADAHUB | x|
&
.:\\, ; 1 i T
:f! “~  Before You Begin
P
Before You Begin This wizard helps you to configure replication for a virtual machine.
Specify Replica Server Before you proceed, ensure that you have configured a server to allow replication from this computer.
Specify Connection To verify this, use the Replication Configuration page of the Hyper-¥ Settings for the specified Replica
Parameters server. To prepare for completing this wizard, vou can learn more about replication settings by clicking
the help link.

Choose Replication YHDs

Configure Recovery History

Choose Initial Replication
Method

Summary

[ Do not show this page again.
More about enabling replication For a virtual machine

Figure 18: Before You Begin
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3. Onthe Specify Replica Server page of the Enable Replication Wizard (Figure 19), enter the host name and FQDN of the replica server, as
specified in Step 15 and Step 22; click Next to continue.

g Enable Replication for NEVADAHUB I X |
-
1 ,1\\! g2

g/‘

Before You Begin Specify the Replica server name to use to replicate this virtual machine. If the Replica server is on a
failover cluster, specify the name of the Hyper-¥ Replica Broker as the Replica server. Use the
Failover Cluster Manager on the Replica server to find the name of the Replica Broker.

Specify Replica Server

G

Specify Replica Server

Specify Connection
Parameters Replica server: |scottyite.hypervtest.com | l Browse. ..

Choose Replication YHDs

Configure Recovery History

Choose Initial Replication
Method

Summary

< Previous | | Mext = Finish

Figure 19: Specify Replica Server
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4. On the Specify Connection Parameters page of the Enable Replication Wizard (Figure 20), click Select Certificate... to locate the SSL
certificate you created in Step 22; click Next to continue.

e Enable Replication for NEVADAHUB | x |

3z BN
LEN S

3[‘
% }

o Specify Connection Parameters

Before You Begin Replica server: [scottyite.hypervtest.com
Specify Replica Server )
: : Replica server port: 443
Specify Connection
Parameters Authentication Type
Choose Replication YHDs Lse Kerberos authentication (HTTR)
Configure Recavery History Data will not be encrypted while being transmitted over the network,
fﬂgﬁﬁzg Initial Replication (® Use certificate-based authentication (HTTPS)
Data will be encrypted while being transmitted over the network.

Summary

Issued To: turanite.hypervtest.com

Issued By: PrimaryTestRootCA

Expiration Date: 12131/2039 4:59:59 PM
Intended Purpose:  Server Authentication, Client Authentication

Select Certificate. ..

Compress the data that is transmitted over the network,

< Previous I | Mext = | | Finish | | Cancel

Figure 20: Specify Connection Parameters
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5. On the Choose Replication VHDs page of the Enable Replication Wizard (Figure 21), click the checkboxes indicating the virtual hard disks
(VHDs) you wish to replicate; typically, all VHDs are selected. Click Next to continue.

e Enable Replication for NEVADAHUB | x |
-
S o
Ef " Choose Replication VHDs
<
Before You Begin Clear the check boxes of any virtual hard disks (¥HDs) that vou do not want to replicate {for example,

Specify Replica Server a VYHD used for a dedicated paging file).

Specify Connection Mot replicating certain YHDs, such as the operating system YHD, could result in the Replica virtual
Parameters machine not starting up properly.

hoose Replication YHDs

Yirtual Hard Disks:
[w] D:\Hyper-vivirtual Hard Disks\Hyper-¥ ReplicalVirtual hard disks\5412B5A5-034B-4EF7-B714-1C67!

Configure Recovery History

Choose Initial Replication
Method

Summary

< Previous | | MNext = H Finish | | Cancel

Figure 21: Choose Replication VHDs
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6. On the Configure Recovery History page of the Enable Replication Wizard (Figure 22), specify the recovery points you wish to replicate.
In this example, only the latest recovery point will be replicated, but it is possible to specify the replication of additional recovery points.

i@ Enable Replication for NEVADAHUB | x |
=N
Ak ‘/ :
-:f > Configure Recovery History
g
Before You Begin You can choose to store only the latest recovery point of the primary virtual machine on the Replica

server or to add additional recovery points, allowing you to recover to an eatlier point in time.

Specify Replica Server additional recovery points require more storage and processing resources.

Specify Connection

Parameters Specify the number of recaovery points to save.

Choose Replication YHDs (® Only the latest recovery point

Configure Recovery History (O additional recovery points

Choose Initial Replication T e e S e e | [T s

Method X 3 AT

Summary al space req on the

< Previous I | Next = H Finish | [ Cancel

Figure 22: Configure Recovery History

Click Next to continue.
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7. On the Choose Initial Replication Method page of the Enable Replication Wizard (Figure 23), click the Send initial copy over the
network radio button. If the virtual machine being replicated is very large, you might want to consider using external media to seed the
initial copy.

In addition, specify the date and time at which the initial replication will occur. If you elect to start replication immediately, replication
will begin as soon as this wizard is finished. Click Next to continue.

48 Enable Replication for NEVADAHUB L x|
-”'
—' *“  choose Initial Replication Method
-~
Before You Begin Before replication can start, an initial copy of all virtual hard disks that vou selected must be

transferred to the Replica server.
Specify Replica Server ransrerr plica server

Specify Connection Size of the initial copy of selected virtual hard disks: S0 GB

Parameters Initial Replication Method
Choose Replication YHDs ® Send initial copy over the network

Configure Recovery History () send initial copy using external media

Choose Initial Replication : : e
Method Specify the location to export initial copy.

Summary
() Use an existing virtual machine on the Replica server as the initial copy.
Choose this option if vou have restored a copy of this virtual machine on the Replica server.
The restored virtual machine will be used as the initial copy.
Schedule Initial Replication
(® Start replication immediately

() start replication on:

5} 712013 El 11:00 AM s

< Previous | l Next = I | Finish | I Cancel

Figure 23: Choose Initial Replication Method

8. Onthe Summary page of the Enable Replication Wizard, review your settings and click Finish.
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